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1. HossicHuTEILHAA 3AIIHCKA

1.1. Iean u 3aga4M TUCHUTLIHHBI

Lenv oucyunaunsl: TpuoOpeTeHNE 3HaHUN 0 0a30BBIX METO/AX U CIIOCO0AX 3aIUThI IPOrpaMM-
Horo obecnieuenus (I10)aBTOMAaTU3UPOBAHHBIX CUCTEM M YMEHHI IPUMEHAThH Ha MIPAKTUKE CPEIICTBA
3alIUThl IPOrPaMM, UMEIOIIMECS Ha OTEYECTBEHHOM PbIHKE NMPOAYKLUHU U YCIYT B 00JaCTH 3aILUThI
UH(POPMALIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

3a0auu oucyuniunbl:paCCMOTPEHUE CIEAYIOUIMX BOIPOCOB: OCHOBHBIC NOHATUS TEOPUU Alro-
PUTMOB U TEOPHUM CIOXKHOCTU BBIUMCIIEHUN; MeTobl aHanu3a [10; MeTonbl 3amuThl pazpabaTbiBae-
MBIX IIPOIpaMM OT aBTOMAaTHYECKOM I€HEpalUyd MHCTPYMEHTAJIBHBIMHM CPEICTBAMU IIPOIPAMMHBIX
CPEICTB CKPBHITOTO BO3ACHUCTBUS; METOABI MACHTHU(PHUKAIIMY TPOTPAMM M UX XapaKTEPUCTHK; METOBI
3aIUTBI IPOTPaMM OT KOMIIBIOTEPHBIX BUPYCOB; METO/BI 3aILUThl IPOIPaMM OT UCCIIEOBaHUS; Me-
TOJIBI 00(YCKAIIMM MPOTPaMM; METOJIbI 3AIIUTHI MPOTPaMM OT HECAHKIHMOHUPOBAHHOTO KOIMHPOBa-
HUSl; CPEACTBA U CUCTEMBbl TECTUPOBAHUS IPOrPAMMHOI0 00eCIIeYeHus IPU UCIBITAHUSX €ro Ha 0e3-
OIaCHOCTb; OIEPALIMOHHBIE CUCTEMBI B 3AIUIIEHHOM HCIIOJIHECHHH.

1.2. ®opmupyemble KOMIIETEHIIMH, COOTHECEHHBIE € IVIAHMPYEMBIMH Pe3yJIbTATAMH 00y4eHUsl

o JTUCHUIIJINHE

Komnerennus

(koI ¥ HAaMMEHOBaHUE)

NuaukaTopsl KoMIeTeHI Ui

(Ko ¥ HaUMEHOBaHME)

Pe3yabTaThl 00yueHus

[1K-6

Crioco0eH TMpUHUMATh ydYacTHe
B OpraHu3allidl W TPOBEICHUU
KOHTPOJIBHBIX IPOBEPOK pabo-
TOCIIOCOOHOCTH U PPEKTUBHO-
CTH TIPUMEHSEMBIX IPOrpPaMM-
HBIX, [POrPaMMHO-aNIapaTHBIX
U TEXHUYECKHUX CPEJICTB 3alllH-
ThI TH(QOPMAITUT

[1K-6.1
3HaeT OIEHKH  PpaboTOCIIOCOOHOCTH
NPUMEHSEMBIX ~ CPEACTB 3allUThl HH-

(hopMaIuu ¢ UCIOJIB30BAHUEM IIITATHBIX
CPEICTB U METOJIUK

3HaTh: OPUHOMIBI  pabOTHI
MIPOrPaMMHBIX  CPEACTB  CH-
CTEMHOIO, MPHUKIAJHOIO H
CIEHUAIIEHOTO Ha3Ha4YeHHUs,
WHCTPYMEHTAJIBHBIX CPEJICTB.

[1K-6.2
Ymeer oneHuTh 3(O(EKTUBHOCTH TpH-
MEHSIEMBIX CPEJICTB 3alIuThl WH(OpMa-

YMeTh: BBIOMpATh, YCTaHABIIH-
BaTb M HACTPauBaTb CPEJCTBA
CHUCTEMHOIO, NPUKIAJHOIO U

OUA C HUCHONB30BAHUEM IUTATHBIX | CHOEUAIHLHOIO HA3HAYEHUS.
CPEJICTB ¥ METOJTUK
T1K-6.3 Bragets: HaBbIKaMH HACTPOH-

Brageer HaBbIKaMu ONpENIENICHUS] YPOB-
HSl 3alIMIICHHOCTH W JIOBEpHUs CPEACTB
3alIUTHl THPOPMAIIH

KH W D3KCIUTyaTallid HHCTPY-
MCHTAJIbHBIC CPEACTBA, A3BIKU
A CHCTEMBI IPOrpaMMHUPOBa-
HUS JUISL pelIeHus poQeccro-
HaJIBHBIX 33Jla4 C COOJFO/ICHU-
eM TpebOBaHMWI 1O 3aIIuTe

nHpOpMALIUHL.
TIK-3 I1IK-3.1 3HaTh. OCHOBHBIE  METOMBI
CnocobeH aJAMHHHCTPUPOBATH | 3HAET TPeOOBAHHUS K BCTPOCHHBIM CpEIl- | YIIPaBICHUS 3aIlUTONH HHQOP-
MOJICUCTEMbl MH()OPMALIMOHHOM | cTBaM  3alMThl HMH(OPMAIMU  MPO- | Maluu, WHGOPMAIMOHHBIE pe-
0e30macHOCTH 00BEKTA 3aIUTHl | TPAMMHOTO 00ECIICYCHHS cypcel u 0a30BOl  Mojenu
Hapymurenst PCTOK Poccun
IK-3.2
YMeeT aHaM3UPOBATh yTPpo3bl Oe30omac- | YMeETh: KJIAaCCU(PUIIMPOBATH
HOCTH MH(OpPMAIMA TPOTPAMMHOTO | YIpO3bl, pa3padaThiBaTh TEXHU-

obecnieueHusi, GopMyIUpOBaTh U 000C-
HOBBIBATh MpaBMiIa 0€30MaCHON IKCILTY-
aTalMd MPOrPaMMHOTO OOecleueHHs,
MPOU3BOJUTH TPOBEPKY COOTBETCTBHSA
peaNbHBIX XapaKTEePUCTHK MPOTrpaMMHO-

4ecKue IpeUIoKEHUs II0 Co-
BEPIICHCTBOBAHUIO  CHCTEMBI
yhOpaBiieHHs] 3amuTbl  HHDOP-
MalWd  aBTOMAaTH3MPOBAaHHBIX
CHCTEM, MpPOBOJUTH AayauT ¢
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anmapaTHbIX CpPEACTB 3alUThl UHQOP- | IETbI0 OIIEHKH PUCKOB
Malluu 3asBJICHHBIM B MX TEXHUYECKOH

JIOKYMEHTAIUH
IIK-3.3 Bnagers: HaBbIKaMu IO paspa-
BrnameeT HaBBIKaMHU JUKBUAAIMH OOHa- | OOTKe OpraHM3aI[MOHHO-

PY’KEHHOT'O BpEJAOHOCHOIO MpOrpaMM- | TEXHHUECKHX IO 3alUTe HH-
HOTO OOecTieueHus] M TOCIENCTBUI ero | (gopmanuu, mpuemMsl W TPUH-
(hyHKIIMOHUPOBAHUS el B cootBeTcTBHE ¢ ECK/I,
ECIIA u apyrumu HOpMaTHB-
HO-TIPaBOBBIMH IOKYMEHTAMHU

1.3. MecTo AMCUUIIUHBI B CTPYKTYPe OCHOBHOI 00pa3oBaTe/ibHON MPOrpaMMbl

JucnuninHa «be3onacHoCTs MPOrpaMMHOTO 00ECIIeYeHUs] aBTOMAaTH3MPOBAHHBIX CHCTEM» OT-
HOCHUTCSI K 4acTH, (OPMHUPYEMOH ydacTHHKaMH O0Opa30BaTENbHBIX OTHOIICHUH OJIOKa TUCIHILUIMH
yueOHOro IJIaHa.

Jsi1 OCBOCHHSI TUCHMITIMHBI HEOOXOIMMBI KOMIIETEHIIMY, CPOPMHUPOBAHHBIE B XOA€ U3YUYCHUS
CIIEAYIOIMX AUCHUIUIMH: «Teopusi BEpOATHOCTEH M MaTeMaTHuYecKas CTaTUCTHKay», «/luckperHas
MaTeMaTHKay, «TeXHOIOTHS U METOABI IPOTPAMMHUPOBAHUS.

B pesynbrate 0CBOCHHS TUCHUIUIMHBI (POPMHUPYIOTCS KOMIIETEHIINN, HEOOXOAUMBIE ISl H3yde-
HUS CIEIYIONMX JAUCIUIUIMH U TPOXOKICHUS MPAKTHK: «be30macHOCTh KPUTHUYECKH BaXKHBIX CH-
cTem», «3ammra HHGOpPMaLUU OT BPEIOHOCHOIO MpOrpaMMHOro obecnedenus», «lIpeanumiomnas
HPaKTHKAY.

2. CTpyKTypa IMCUMILINHBI

OO01mast TpyA0€MKOCTh JUCIUTLIMHBI COCTaBIISCT 33aueTHbIe equHuIb], 108 qacoB

CTpyKTypa IMcUMIJIMHBI 1J151 04HOH (popMbI 00yueHust

O6beM AUCIUIUIMHBI B (hopMe KOHTAKTHOM paboThl 00y4aromuXxcsl ¢ MearornueckuMu padboT-
HUKAaMU U (UJIM) JIMLIaMH, [IPUBJIEKAEMBbIMU K peajn3aliy 0O0pa3oBaTeNbHOM MPOrpaMMbl HA MHBIX
YCIIOBUSX, TP MTPOBEACHUHU YU€OHBIX 3aHATHIL:

Cemectp | Tun yueOHBIX 3aHATHI KomuuecTBo
4acoB
6 Jlexinmn 26
6 JlaboparopHbie pabOTHI 32
Bcero: 58

OO0beM TUCIUIUIHHEI B (pOpMe caMOCTOSTETbHON paboThl 00yJaromuxcs coctapisier 50
aKaJeMUYECKHUX YacoB.

3. Coaep:xkanue JUCHUNIMHBI

Ne | HammenoBanme pa3nena qucuu- | Conmep:kanue
TLUTHHBI

1 Brenenne B Teopuro u npaktuky | IIpoGnema 3ammrsl mporpaMMHOTro o0ecrieueH s aBToMa-
3alUTHI MPOrPAMMHOT0 o0ecne- | TH3MpOBaHHBIX cucTeM. OOBEKTH 3anThl. CHCTEMHOE U
YeHUs obmrecucTeMHOe MporpaMMHoe obecnieuernre. Crenuanb-

HOe porpaMmmHoe obecneuenue. [Ipuxiaanoe npo-
rpaMMHOe oOecriedeHue. SI3bIKu, CUCTEMBI U 000JI0UKH
MIPOTPaMMHUPOBAHUS, HHCTPYMEHTAIbHBIE CPEICTBA aBTO-
MaTHU3aIUH MPOTPaMMHPOBAHUSI.

3amyTa NporpaMMHOro 00eCIeyeHus1 Kak CHCTeMa Hayd-
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HBIX AUCUIHUIUIHH. YTPO3bl 0€30ITaCHOCTH MTPOrPaMMHOTO
obOecnieueHus. [IpuHATast akcCHOMAaTHKA W TSPMUHOJIOTHUSL.
JKu3HEHHBIN UK IPOrPaMMHOTO 00ECTICYeHUs aBTOMa-
THU3WPOBAaHHBIX CHCTEM. TeXHOIOTHmIecKas 1 IKCIITyaTa-
LIMOHHAST 0€30MAaCHOCTh IPOTPAMMHOI'0 00CSCTICUCHMUS.
Mopnenu yrpo3 6€30MacHOCTH IPOrpaMMHOT0 odecreue-
Hus. OCHOBHBIC IPUHITHAIIBEI 00ECTICUCHHS 0€30TTaCHOCTH
MIPOTPAMMHOTO 00ECTICUCHIS

2 OcCHOBHBIE I0J10KeHHs, MOHATUSL | Ba3oBbie HaAyYHBIC MMOJIOKEHUST M OCHOBAHUS TCOPHH 3a-
U OTpeiesIeHUsl, HCT0Ib3yeMble mUTH porpamMM. OCHOBEI TEOPUH aJITOPHT-

MPH 3a1UTE MPOrPAMMHOI0 MOB. DJIEMEHTHI TEOPHUH CII0)KHOCTH BBIYHCICHHUN. JIte-
obecneyeHus MeHTHI Kpuntonornu. KorduneHmansHeie BEIYUCICHUS

3 Mertoasl odecnedyeHus TEXHOJ0- | MeTo/pl aHaM3a 6e30MacHOCTH POTrPaMMHOTO 00ecTIe-
THYECKOI M IKCIUIYaTAIMOHHOM | yeHus. MeToasl naeHTH(GUKAUI TPOTPaMM U UX Xapak-
0e30MacHOCTH MPOTrPaAMMHOT0 TEePUCTUK. METOBI 3aIIUTHI TPOTPaMM OT KOMITBIOTEP-
obecreueHust HBIX BUPYCOB. METOIbI 3alIUThI POTPaMM OT UCCIIEI0BA-

Hus. O6¢dyckauus nporpamm. MeToisl ¥ cpeacTBa obec-
MIEYCHUS [IEIIOCTHOCTH U JOCTOBEPHOCTH HCIIOIB3YEMOTO
MIPOrpaMMHOTO Kozla. MeTOBI 3aIUThI POTPaMM OT He-
CaHKIIMOHUPOBAHHOTO KOITUPOBAHMSI.

Co3naHue 3alUINeHHBIX ONEPaIMOHHBIX cucTeM. Hc-
oJIb30BaHue mporpamMmel PGP.

4 CpencrBa U cHCTEMbI 3aIIIUTHI CpencTBa U CHCTEMBI TECTUPOBAHUS TIPOTPAMMHOTO
MPOTrpaMMHOTI0 00ecneYeHHus oOecrnieveHus Py UCTIBITAHUSAX €r0 Ha TEXHOJOTUYECKYIO

0€30MMacHOCTb.

CpencTBa U KOMITIEKCHI 3aIlIUTHI POTPAMM OT KOMIIBIO-
TepHBIX BUpycoB. O0dyckaTopsl mporpamm. Cpenctaa
oOecriedeHus [eJIOCTHOCTH U TOCTOBEPHOCTU UCTIOJIb3Ye-
MOTO TPOTPaMMHOTO Kojia. CpecTBa 3aluThHI IPOTrpaMM
OT HECAHKITMOHUPOBAHHOT'O KOITMPOBAHMSL.
OnepalliOHHBIC CUCTEMBI B 3AIUIIEHHOM UCIIOJIHCHUH.
Hcnons3oBanue nporpammel TrueCrypt

5 HccnenoBanne mporpaMMHOro [loaroroBka K WCCIENOBAaHUIO MPOTPaMMHOTO obecrede-
obecrnevyeHns1 HA MPeMeT OTCYT- | HUS Ha NPEAMET OTCYTCTBUSI HEAEKJIApUPOBAHHBIX BO3-
CTBHS HeJeKJIAPHPOBAHHBIX MokHOCTeH. KOHTpOJIb U (uKcalusi UCXOMHOTO COCTOSI-
BO3MOKHOCTEH HUS IPOTPAMMHOTO 00€CTICUSHHUSI.

6 OTeuyecTBEHHbIE HOPMATHBHBIE Oenepanbubiii 3ak0H «O0 wHDOpMaIMK, WHHOPMAIMOH-
aKTBI, perjiaMeHTHPYIOIHe Jiesi- | HbIX TeXHOJOrusix u o 3amute uHpopmauum». ['OCT P
TEeJILHOCTH B 00,1aCTH 321U THI NCO/MDK 12207-2010. TOCT P HMCO/MDK 15408-
MPOrpaMMHOTI0 od0ecneyeHHns 2013.TTOCT P M3K 61508-2012.

PykoBogsmmii nokyment @CTOK Poccun. 3amura oT
HECaHKIIMOHUPOBAHHOTO JOCTyHa K uHpopmaruu. Yacth
1. IIporpammHOe obecrieueHUE CPEACTB 3aIUTHl HHPOP-
Maruu. Knaccudukanus mo ypoBHIO KOHTPOJS HEJCKIIa-
PUPOBAHHBIX BO3MOXKHOCTEM.
4. O6pa3oBaTe/ibHbIE TEXHOJIOTHHU
Ne .
/i HaumMeHoBaHue TeMbl Buabl yueOHbIx 3ansiTHii  |O0pa3oBaTe/bHbIETEXHOJI0TUH
1 |2 3 4
1 |BBegenune Jlexmms 1 TpaauLMOHHAs ¢ UCTIOJB30BAHUEM TIpe-
B TCOPHIO U MPAKTUKY 3aIIUTHI 3eHTaIUui
MPOrPaMMHOTO 00eCTICUCHUS
CamocTosiTenbHas pabora  |M3yueHne MaTepranoB JCKITHHA
2 |OcHOBHbIC MONIOXKeHUs, MOHs- |JIeknus 2.1 Jlexmsi-muckyccus




J:;']H HaumeHnoBanne TemMbl Buasbl yueOHbIx 3ansTHil  |OOpa3oBaTe/bHBICTEXHOJIOTHA
1 |2 3 4
THUS B OTIpefieNieHHs, ucronb- |Jlekuus 2.2 TpaauuuoHHas
3yeMble MPH 3aIIUTe Mpo-
TPaMMHOTO 00CCTICUCHIISI CamocTosiTenpHas pabora  |V3ydeHne MaTepraaoB JEKITHHA
3  |Meronpl obecnieuenust TexHo- |Jlexrms 3.1 Jlexuus-nuckyccus
JIOTUYECKON Jlexmug 3.2 TpaguuroHHast
W KCIUTyaTalioHHOH 0e3-
OTIAaCHOCTH TIPOTPAMMHOTO JlaGopaTopHasipaboral. BrmonHenne 3aqaHus B BUPTYaIbHON
obecrieyeHust mammHe CentOS 7.
CamocrosTenpHas paboTta
W3yuyeHue maTepuanoB JIEKIUH, TOKIaabl
4  |CpenctBa u cuctemsl 3amuTel |Jlexnus 4.1 [TpobaemHuas nexuus
nporpaMmMHoro obdecrieuenus |Jlekmms 4.2 TpaguuMOHHAs ¢ UCTIOJIB30BAHUEM TIpE-
3eHTALUN
JlaboparopHas padora 2. BrinonHeHue 3aaHusi B BUPTYaIbHOMN
marmmae CentOS 7. M3yuyeHne MaTepranos
JIEKIUH
CamocrosTenpHast pabota  |M3ydyeHne MaTepuasioB JEKIHH, TOKIAIbI
5 |Hccnemoanue mporpammuoro (Jlekmms 5.1 Jlexmus ¢ pazdopom
obecrniedeHus Ha mpenMeT oT- |Jlekmus 5.2 KOHKPETHBIX CUTYyaluil
CYTCTBUS HEAEKIAPUPOBaH- Jlexumst 5.3 TpaguuroHHast
HBIX BO3MOYKHOCTEN
JlaboparopHas padboTa3. BrmmonHenne 3aqaHusi B BUPTYaIbHOMN
Mmarmae CentOS 7.
CamocrosrenpHast pabota  |M3yyeHne MaTepuasioB JeKIHMH
6 OteuecTBeHHBIE HOpMaTHBHBIE |JIekuus 6.1 Jlexuus-nuckyccus

aKThI, PETJIAMEHTUPYIOLIINE
JeSITEILHOCTL B 00JIaCTH 3a-
IIMTHI IPOTPAMMHOTO obecre-
YeHHUs

Jlexnus 6.2
Jlaboparopnas paborta 4

CamocrosTensHast paboTta

Brlinonnenue 3a1anus B BUPTyaJIbHOM
mamune CentOS 7.
N3yuenune maTepuanoB JEKIHM, TOKIAIbl

5. OueHka nIaHupyemMbIX pe3yJIbTATOB 00y4eHH s

5.1. CucTeMa OleHUBAHU A

®opma KOHTPOJIS

Makc. KoJIH4ecTBO 0a/1J10B

3a ogny padory Bcero
Texymuii KOHTPOJIb:
- TOKJIa] 5 6amoB 30 6amioB
- y4acTHe B TUCKYCCHUU Ha 3aHITHU 5 6amoB 10 6annos
- maboparopHast pabora (TembI 3-4) 10 6amioB 10 6amioB
- maboparopHas pabora (Tema 5-6) 10 6amioB 10 Gamos
IIpoMexyTouHas arTecTanys - 3a4eT 40 6annoB
(TecTupoBaHue)
HToro 3a cemectp 100 GasuioB

[lepeueHr KOMIETEHLINH C YKa3aHHEM 3TanoB UX (OPMUPOBAHHUS B ITPOLIECCE OCBOCHUS TUCLUTLIHU-
HbI IPEACTABIISIETCS] B BUJIE TAOJIUIIBL:

Ne
n/n

HaumenoBanue one-

KonTposmpyembie pa3ie-
Jbl JUCHHIIMHBI

Koa xoHTpOJSIMpyemMoil KOM-
neTeHI N

HOYHOI'0O CpeacTBa




1. Tembr 1 — 6

IK-3. Ormpoc

2. JIaGoparopusie 3anstus 1 — | I1K-6 Otuer

4

5.2.KpnTepnn BBICTABJICHHUA OLICHKH MO JUCHUIIJIMHE

Bananl/ | Ouenka no
HIkana | IUCHUILINHE
ECTS

Kpurtepnu oneHku pe3y1bTaToB 00y4eHHUS N0 TUCHUILIAHE

100-83/ | 3aureHo
AB

BeicTaBisercst o0ydaromemycs, eCiii OH ITyOOKO U MPOYHO YCBOMII TEOPETHUECKUH U
MPaKTUYECKUIT MaTepHall, MOXKET IIPOAEMOHCTPHPOBATH 3TO HA 3aHATUSAX U B XOJIE
POMEKYTOYHOM aTTEeCTAINH.

OOyy4aronuiicst NCUEPIBIBAIOLIE U JIOTHYECKH CTPOWHO M3JIaraeT y4eOHbI MaTepHal,
YMEET yBS3bIBATH TEOPHIO C IPAKTHKOM, CIIPaBIIIETCs C pelIeHUeM 3a1a4 npodeccro-
HaJIbHOU HaIpaBJICHHOCTH BBICOKOI'O YPOBHS CJIOKHOCTH, ITPABUJIIBHO O6OCHOBLIBaeT
NIPUHATHIE PEILICHMUS.

CB00OIHO OpHEHTHPYETCS B yueOHON M PO eCCHOHANIBHOM JIUTeparType.

OueHKa 10 AUCIMIUIMHE BBICTABJIAIOTCS 00yYaloneMycsi ¢ y4éTOM pe3ysIbTaToB TEKY-
e U IPOMEXYTOUYHOM aTTeCTaIUH.

KomrnereHnny, 3akperui€HHbIC 32 QUCIUILTHHOM, CHOPMUPOBAHEI HA YPOBHE — «BBICO-
KHUiD».

82-68/ 3a4TEHO

BricTaBnseTcss 00yJaromeMycs, €CITH OH 3HACT TEOPETUICCKUHN 1 MPaKTUISCKUN MaTe-
puai, TpaMOTHO U 110 CYLIECTBY M3JIaracT ero Ha 3aHATHAX U B X0JI€ IPOMEXYTOUHOMN
aTTeCTalluu, HE IOMYCKasl CyILECTBEHHBIX HETOUHOCTEH.

OOyuaronuiics MPaBUIILHO IPUMEHSIET TCOPETHUCCKUE MOJIOKEHHUS MTPU PEIICHUU
HpPaKTUYECKUX 3a7a4 IPo(PecCHOHATEHON HAIPaBIEHHOCTH Pa3HOTO YPOBHS CIOXKHO-
CTH, BIIaiceT HEOOXOIUMBIMU JJIsl TOTO HABBIKAMU U MPUEMaMHU.

JlocTaTouHO XOPOIIO OpUEHTHPYETCA B yueOHON U PodhecCHOHATIFHOM JINTepaType.
OreHKa 1o JUCIUIUIMHE BBICTABIISIOTCS 00YYaIOMIEMYCsl ¢ YIETOM Pe3yIbTaTOB TEKY-
1ieil ¥ IpOMEKYTOUHOM aTTeCTaluu.

Komnerenmyn, 3aKperuiéHHbIE 32 TUCIUIUTHHOW, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
U,

67-50/ 3a4TEHO
D,E

BricTaBnseTcss 00yJaromemMycs, eCiIi OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHICCKUN U
MPAKTHIECKUN MaTepHal, JOMyCKaeT OTACIbHEIC OITUOKH IIPH €Tr0 U3JI0KCHAN Ha 3a-
HATUSAX U B X0JI€ IPOMEXKYTOYHOU aTTECTALINH.

OOyuaromuiics UCIBITHIBACT OMPEeIEHHbBIC 3aTPYAHCHUS B IPUMEHCHUN TEOpETHYe-
CKHUX TIOJIOKCHUH MPH PEIICHUN MPAKTUIECKUX 3a7a4 Ipo(ecCHOHATFHON HalpaBIeH-
HOCTHU CTaHJapTHOTO YPOBHS CIOKHOCTH, BlIaZiceT HEOOXOIUMBIMHE ISl 3TOTO 0a30-
BBIMU HaBbIKAMU U IpUEMaMHU.

JleMOHCTpHUpYyeT JOCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOH IMTEPATYPHI 10 UCIUTIIIHHE.
OrneHKa 1o JUCIUTUIMHE BBICTABIISIOTCS 00YYaIOMIEMYCsl ¢ YIETOM PE3yJIbTaTOB TEKY-
el ¥ TPOMEXKYTOUHON aTTeCTallUH.

Kommerenmum, 3akpeniéHHbple 3a AUCIUTUTMHON, CPOPMHUPOBAHBI HA YPOBHE — «JIOCTA-
TOYHBIIY.

49-0/ HE 3a4TEHO
FFX

BricTaBnsieTcss 00yJaromeMycs, €CIIi OH He 3HaeT Ha 0a30BOM YPOBHE TEOPETHUCCKUI
Y TIPaKTHYECKUI MaTepuall, TOIyCcKaeT IpyObIe OIIMOKH IPH €ro M3JI0KESHUH Ha 3aHs-
TUSX U B XOJI€ IPOMEXYTOYHON aTTECTALIUH.

OOy4aronMiics NCIBITHIBACT CEPHEIHBIC 3aTPYIHECHUS B IPIMEHEHUH TCOPETHICCKUX
MTOJIOKCHHUH TIPU PEIICHIH MPAKTUICCKUX 33]1a9 POPECCHOHATBHON HAIPaBICHHOCTH
CTaHAAPTHOTO YPOBHA CJIOXXHOCTH, HE BJIAACCT HQOGXOJII/IMBIMI/I JUISL OTOr0 HAaBBIKaAMU U
npuéMamH.

JlemoHCcTpHpyeT (hparMeHTapHbIe 3HAHUS YIeOHOH IMTEpaTyphl MO AUCIUTIIINHE.
OreHKa O AWCIUIUIMHE BBICTABILIIOTCA 00yJaroImeMycs C YI€TOM pPe3ylIbTaTOB TeKY-
el ¥ TPOMEXKYTOUHON aTTeCTalllu.

KomMrieTeHIy Ha ypOBHE «JOCTATOYHBINY, 3aKPETUIEHHBIC 32 TUCITUTUIMHON, HE chop-
MHPOBAHBI.
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5.3. OneHo4HblIe cpeacTBa (MaTepHaJibl) AJIs1 TEKYILIEro KOHTPOJIS yCIeBaeMOCTH, IIPOMe-

JKYTOYHOH aTTECTANUMN 00YYAIOUIUXCSH M0 TUCIHHUILIHHE

Ilpumepnuie éonpocel u 3a0anusn 011 NPAKMUYECKUX 3A0AHUTL-

KoHTpoJibHBIE BONPOCHI M 3aaHUs

1.HanbGonee BeposTHbI 00bekT Bo3nmehcTBus B AC? [laiite ompenencHus «3ammmeHHocTd 10
AC» u «ypoBHs 6e3onacHoctH [10». TexHonornueckast U dKkciTyaranuuonHas 6ezonacHocts 110.

2. O0bekThl  3amuThl. CucremHoe u obOmecucremaoe [10. IO mpoMeKyTOUHOro CIOS.
CnemmansHoe u npukmamgaoe 110. SI3plkm, cucTeMBl W OOOJIOYKH IPOrpaMMHPOBAHHUS. 3alinTa
IPOrpaMMHOro obecrieueHns Kak CUcTeMa HayYHBIX JTUCIUIUIMH.

3. ¥Yrpo3sr u wmogenu yrpo3 OeszomacHocTH [10. OCHOBHBIE NPUHIMIBI OOCCIICUCHUSI
0€30IaCHOCTH MTPOTPAMMHOTO OOCCIICUCHHS.

4. Monenu Berauciaenuiti: Mamwna Teropunra, mamuaa Ilocra, RAM-mammnaa, PACII-mamuHa u
ux pazHopuHOCTU. Cxembl. byneBbl cxembl. [Iporieccopsl U ceTH MPOIECCOPOB.

5. CumBon O-6onpmioe 1 Omera-0onpiioe. Berancnumble GyHKIUHE U pa3peliUMbIe MPEIUKATH.
ClOXXHOCTD M KJIacChl  BBIUMCHCHUH. OIHOCTOpOHHME (QYHKIMHM W (QYHKIUH  C CEKPETOM.
IlceBiocmy4aiiHble T€HEPATOPHI.

6. KpunTocucreMsl ¢ CEKpPETHBIM U OTKPBITBIM KIFOUOM. CXeMbl 3JeKTPOHHOH moanucu. Cxembl
xommpoBaHus. CXeMbl IOCTPOEHHS IICEBIOCTYYalHBIX TeHepaTopoB. CXeMbl BEpOSATHOCTHOTO
mmdposanus. KoHpuaeHInaIbHbIE BEIYACICHHUS.

7. Metonpl aHanu3a 0E30MaCHOCTU MPOTPAMMHOr0 obecrieueHus. KOHTpOIbHO-HCIIBITATEIbHBIC
METO/IbI aHaNK3a 0e30MacHOCTH MPOrPAMMHOTO obecrieyeHus1. JIOTHKO-aHATUTHYECKUE METOJIBI KOHTPOJIS
Oe3omacHocTH TiporpamMM. CpaBHEHHEIOTHKO-aHATMTHYECKUXU KOHTPOJIHHO-HCIIBITATEIHHBIX METO/IOB
aHanm3a 0e30MacHOCTH IPOTPaMM.

8. Meronpl  3ammThl  pa3pabaThbiBa€MBIX ~TPOTpaMM  OT  aBTOMATHYECKOH  TeHepaluu
uHcTpyMeHTanbHbiMU  cpenctBamu  [ICCHB.  Cmoco6sr  Bueapenus [ICCHUB  mocpenctBom
MHCTPYMEHTAJIBHBIX CPEACTB. BO3MOMKHBIE METOIB! 3alIUTHl MPOTPaMM OT IMOTEHIHAIBHO OMACHBIX
WHCTPYMEHTAJIbHBIX CPEJICTB.

9. Meronpl MASHTU(GUKAIIMK MPOTPAMM M UX XapaKTepUCTHK. MaeHTHUKanus mporpamm Mo
BHYTPEHHHM XapakTepucTukaM. CriocoObl OLleHKH NOA00US LIEIeBOM M UCCIeTyeMOl MPOrpaMM C TOUKH
3peHMS HAJTMYUS IPOTPAMMHBIX J1e(heKTOB.

10. Meroapl 3amIMTBl TPOTPaMM  OT KOMITBIOTEPHBIX BHUpycoB. OOmIas XapaKTepHCTHKA
U KIaccuuKkanus KOMITBIOTEPHBIX BUpycoB. OOImmas XapaKTepHCTHKa CPEJICTB HEHUTpaln3aluu
KOMIIbIOTEPHBIX BUpYcoB. Kiaccuukarusi METomoB 3alUThl OT KOMIIBIOTEPHBIX BUPYCOB.

11. Metoapl 3amUTBl TPOrpaMM OT HcciienoBanus. Kiaccudukaiys CpeacTB HCCIeI0BaHuUsI
nporpamMm. CrocoObl 3alUTBl TporpaMm OT uccienoBanus. CrocoObl BCTpavBaHHS —3alUTHBIX
MEXaHU3MOB B IIporpamMmHoe obecneueHune. O0dyckaius nporpaMm.

12. MGTOI[BI n CpeaACTBa obecrieucHuUs OCJIOCTHOCTH W JOCTOBCPHOCTU HUCIIOJIB3YEMOI'O
IMpOrpaMMHOI0 KoJa.

13. MeTopl 3alUTHl TPOTPaMM OT HECAHKIIMOHUPOBAHHOTO KomupoBaHus. Kpunrorpadudeckue
METOABI 3aIIUTHl OT KOMHUPOBaHMA. MeTol NpUBA3KM K MACHTU(PHKATOpy. MeTonbl, OCHOBaHHBIE Ha
pabore ¢ mepexoJamMH M CTEKOM. MaHUIYNALMH C KOJOM MpOrpamMMmbl. MeToabl NPOTUBOJECHCTBUS
JUHAMUYECKUM CrIoco0aM CHSTHS 3aIIUTHI POTPaMM OT KOTIMPOBAHHSL.

14. Co3nanue 3anUIICHABIX ONEPAIIMOHHBIX CHCTEM.

15. Haubonee BeposTHBI 00beKT Bo3neicTBUsS B AC? [laliTe onpenenenus «3ammumeHHocTH 110
AC» u «ypoBHs 6e3onacHoctd [10». TexHonornueckas 1 3kciryaTannonHas 6ezonacaocts [10.

Hpumepnble membl 00101(1008, eonpocos ons mecmuposanus

Tembl a0KJIa10B

[IpoGiema 3anUThl MPOrPaMMHOTO 00€CIICYCHHSI ABTOMATU3UPOBAHHBIX CHCTEM.

2. 3aH_II/ITa IporpaMMHOTIO obOecrieueHus Kak CUCTeMa HAY4HbIX JUCHUIINH.

3. erosbl 0e30IMmacHOCTH MIpOrpaMMHOTr0 obecrieueHus.

4. TexHOJIOTHUYECKAS U OKCILUTyaTallMOHHAA 0e30MMacHOCTh MMpOrpaMMHOIO obecreueHus.

5. Mogenu yrpo3 6€30macHOCTH IPOTPaMMHOT0 00€CTICUCHUSI.
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6. OCHOBHBIE IPUHITUITEI O0ECTICYCHIS 0€30ITaCHOCTH IMMPOTPAMMHOTO 00ECITCUCHHS.

7. Metozp! aHann3a 6€30MacHOCTH MPOTPAMMHOT0 00eCIeUeHHSI.

8. MeTo/pl 3aMThHl pa3padaThIBAEMBIX MMPOTPAMM OT aBTOMATHUYECKOM IeHepallii WHCTPYMEHTAb-
HbMH cpenctBamu [ICCHUB.

9. MeToipl HIICHTU(HUKAIIMN IPOTPAMM U MX XapaKTEePUCTHUK.

10. MCTOI[I)I 3alIUTHI IPOTrpaMM OT KOMIIBIOTCPHLIX BUPYCOB.

11. MCTOI[I)I 3alIUThI OIPOTpaMM OT UCCIICIOBAHUS.

12.06¢ycKkaius mporpaMm.

13. Meroasl U cpeacTBa 00ECIEUCHUS IEOCTHOCTH U JOCTOBEPHOCTH HCIIONB3YyEeMOT0 MPOTpaMM-
HOT'O KOJa.

14. MCTOI[I)I 3alIUThI IPOTrpaMM OT HECAHKIIMOHNPOBAHHOT'O KOIMMUPOBAHUA

Ilpumepnvie 3a0anusa 011 MecMuUpPOBAHUA-NPOBEPKA CHOPMUPOBAHHOCTIU KOMREMEHYUU
1IK-1,11K-3

1. CCUB - 3r1o0:

a) cpedcmea CKkpvimo20 UHGOPMAYUOHHO20 8030CUCMEUS
0) cpeacTBa CBS3U TUIIA “BOJTHOBOJ”

B) CPEACTBO KOHTPOJIS PaAHOU3ITydCHUH.

2. O6dyckanusi nporpamm - 31o:

a) CETEBOE YCTPOMCTBO, MOJIKII0YaEMOe K JIBYM H OoJiee.

0)3anymuleanue K00d — NPUSCOCHUE UCXOOH020 MEKCMA U UCHOIHACMO20 KOOA NPO2PAMbL K 8UODY,
coxpansiioulemy e€ (DyHKYUOHANbHOCMb, HO 3amMPYOHIIOUEMY AHAIU3, NOHUMAHUE A2OPUIMMOS Dd-
bombl u MoOuukayuro npu OeKOMNUIAYULU.

B) MPOLIECCOPHBII MOJTYJIb.

6. YueOHO-MeTOAMYeCKOe M MH(OPMALMOHHOE 00ecnievyeHre TUCHHIIUHBI
6.1. CHHCOK HCTOYHUKOB M JINTEPATyPhI

HcTounuku
OCHOBHBIC

1. Pykoeoosawuii 0okymeHT. 3alluTa OT HECAHKIIMOHUPOBAHHOTO JJOCTYMA K HHpopMauuu. TepMuHbl
U ompeleneHus. YTBEpkKAeHO pemieHueM npezacenarens ['octexkomuccun Poccun ot 30 mapra
1992 r. [DnekrponHblit pecypc] : Pexxum nocryma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-rukovodyashchij-dokument-
reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3, cBo6oaHbIii. — 3ari. ¢ 3kpa-
Ha.

2. Pykoeooawuii 0oxymenm. ABTOMAaTU3UPOBAHHBIE CHCTEMBI. 3alIUTa OT HECAaHKIMOHUPOBAHHOIO
noctyna k uHpopmanuu. Knaccudukanus aBToMaTu3MpOBaHHBIX CUCTEM U TpeOOBaHUS MO 3alllu-
Te UHpOpMaLKU. YTBEPKICHO pelIeHrneM npezcenarens ['ocyaapcTBeHHOM TEXHUYECKONH KOMUC-
cuu nipu [Ipesuaente Poccuiickoit @eneparuu ot 30 mapra 1992 r. [DnekrponHsIii pecypc| : Pe-
xuM goctyna : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g, cBoboaHbIi. — 3ari. ¢ SKpaHa.

3. Pykogoosawuti 0okymerm. CpeacTBa BBIYMCIUTEIBHON TEXHUKHU. 3allUTa OT HECAaHKIIMOHUPOBAH-
HOIr'0 10CTyIIa K I/IH(l)OpMaIII/II/I. TTokazaTenu 3aI]lI/II]léHHOCTI/I OT HCCAHKIIMOHUPOBAHHOT'O JOCTYyIIa
K nHpopManuu. YTBEpKACHO pelleHreM npeacenarens ['ocynapcTBeHHOW TEXHUYECKOW KOMUC-
cuu nipu [Ipesuaente Poccuiickoit deneparuu ot 30 mapta 1992 . [DnexrpoHHsIit pecypce] : Pe-
xuM joctyna : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/385-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g2, cBo6o1HbIN. — 3ari1. ¢ 3KpaHa.

4. Kak nompasku B 63-®3 nonusior Ha 6u3Hec-mipoiecchl kommnanuii B 2022 roxy Poccun [Dnek-
TPOHHBIHA pecypcl]. — Pexum JOCTyTa : https://www.diadoc.ru/blog/21927-
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kak popravki v 63 fz povliyayut na biznes processy kompanij v 2022 godu , cBOOOIHBIH. —
3arii. ¢ ’KpaHa.

5. IIpuka3z ®Cb Poccun ot 13.04.2021 r. No 142 "O BHecenuun nsmenenus B npukaz ®Chb Poccun
ot 27 nexabps 2011 r. No 796 "O6 yrBepxnenun TpeGoBaHUI K cpeCcTBaM AJIEKTPOHHOU MO/I-
nucu U TpeboBaHUIl K Cpe/ICTBaM yJIOCTOBEPSIONIETo IeHTpa" [DIeKTpoHHBINH pecypc]. — Pexxum
noctyna :http://publication.pravo.gov.ru/Document/View/0001202105200019 , cBoOGomHbIiH. —
3arii. ¢ sKpaHa.

6. Bemmcka u3 [Ipukaza ®CTOK Poccun No76 ot 02.06.2020 «O6 yrBepkaenun TpeGoBaHwmii 1m0
Oe3onmacHoCTH MHpOpManuH, ycTaHaBauBawmux ypoBHu noepus k CT3U u COBUT» [Dnek-
TpoHHBIW  pecypc] : Pexumm  gocryma  : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/120-normativnye-dokumenty/2126-vypiska-iz-trebovanij-
po-bezopasnosti-informatsii-utverzhdennykh-prikazom-fstek-rossii-ot-2-iyunya-2020-g-n-76,
CBOOOJIHBIN. — 3aril. ¢ 3KpaHa.

7. Mpukaz ®CTOK Poccun ot 29.04.2021 r. Ne 77 [Dnekrponnsiii pecype] / ®CTOK Poccun. —
Pexxum moctyna : https://fstec.ru/normotvorcheskaya/akty/53-prikazy/2270-prikaz-fstek-rossii-ot-
29-aprelya-2021-g-n-77, cBoOoaHbIN. — 3aril. ¢ SKpaHa.

Jlureparypa
OcHoBHas

1. ®noy, C. 3anuMaiics XaKMHTOM KaK HEBUAMMKA. VIcKyccTBO B3lloMa 00JauHBIX HHPPACTPYKTYP
: pykoBoactBo / C. ®@noy ; nmepeBox ¢ anrmiickoro B. C. SluenkoBa. — Mocksa : JIMK Ilpecc,
2023. — 272 c¢. — ISBN 978-5-97060-977-4. — Tekct : 31eKTpOoHHBIN // JIaHb : 3IEKTPOHHO-
oubnmmoreunas cucrema. — URL: https://e.lanbook.com/book/314924

2. Huxudopos, C. H. Metoas! 3amutsl uHpopmanuu. 3ammra oT BHEmHUX BTopxkeHuit / C. H.
Huxudopos. — 5-e uzn., crep. — Canxkr-IlerepOypr : Jlanp, 2023. — 96 ¢. — ISBN 978-5-507-
45868-4. — Tekct : anexkTpoHHbI / Jlanb : 3jexkTpoHHO-OMOMHMoTeyHass cuctema. — URL:
https://e.lanbook.com/book/288974

3. IIpoxoposa, O. B. Uaudopmarimonnas 6e3onacHocTs u 3amura nHpopmanuu / O. B. IIpoxoposa.
— 5-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124 c. — ISBN 978-5-507-46010-6. —
Texkcr:  anektponHbld /  Jlawp :  2nekTpoHHO-OmOmmoreuyHas  cucrema. —  URL:
https://e.lanbook.com/book/293009

4. My3unos, X. H. [IporpaMMHO-TEXHHUYECKHUE KOMIUIEKCHI aBTOMAaTU3UPOBAHHBIX CHUCTEM YIIPaB-
nenus : yaeoHoe nocodue / X. H. Mysunos. — Cankr-IlerepOypr : Jlanb, 2022. — 164 c. — ISBN
978-5-8114-3133-5. — Tekcr : anekTpoHHbIH // JlaHb : 37€KTpOHHO-OMONIMOTEUHast cucTemMa. —
URL.: https://e.lanbook.com/book/213098

5. Hectepos, C. A. OcHOBbI HH(OpMAIIMOHHOHN Oe30macHOCTH : yueOHMK ais By30B / C. A. Hecre-
poB. — Cankr-IlerepOypr : Jlanb, 2021. — 324 ¢. — ISBN 978-5-8114-6738-9. — TekcT : amek-
TPOHHBIN // Jlanb : 3JIEKTPOHHO-OUOINOTEeYHAS cUCTEMA. — URL:
https://e.lanbook.com/book/165837

6. Mapmakos, /[. B. IlporpaMmMHo-anmnapaTHble cpeicTBa 3allluThl HHPOPMALUK : yueOHOe MOoco-
oue / /1. B. Mapmaxkos, JI. B. ®atxu. — PocroB-Ha-/lony : Jlonckoit I'TY, 2021. — 228 ¢. — ISBN
978-5-7890-1878-1. — Tekct : aneKkTpoHHBIN // JlaHb : 31E€KTPOHHO-OMOIMOTEYHasl cucTeMa. —
URL.: https://e.lanbook.com/book/237770

7. Munzos, A.C. Undopmarninonnasi 6e30macHOCTh U 3amiuTa nHhopManuu : yuebHoe nocooue / A.
C. Munzos, C. B. bo6suieBa, I1. A. Ocumnos, A. A. [TormoB. — JlyoHa : ['ocynapcTBeHHBII YHUBED-
curet «Jlyonay, 2020. — 85 c. — ISBN 978-5-89847-608-3. — Texkcr : anexkrpoHHslii // Jlaus :
3IIeKTpOHHO-O0nOmoreunas cucrema. — URL: https://e.lanbook.com/book/154490

8. Jlapuna, T. b. ArMUHHCTPUPOBAaHUE ONEPALMOHHBIX CUCTEM. YTIPAaBICHUE CUCTEMOIl : yueOHOe
nocobue / T. b. Jlapuna. — Mocksa : PYT (MUUT), 2020. — 71 c. — TeKcT : 37AEKTPOHHBIN //
Jlans : anexTpoHHO-OMOMMOTeuHas cucrema. — URL: https://e.lanbook.com/book/


https://e.lanbook.com/book/288974
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6.2. Ilepeuennb pecypcoB HH(POPMALMOHHO-TETEKOMMYHUKAIIMOHHOH ceTH «AHTEepHET».

1. Bapnosckuit H.I1. Kypc neknuii mo maremarudeckoi kpunrorpaduu [DIeKTpOHHBIN pe-
cypc]. — Pexxum nocryma: http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures long.pdf
(mara obpamenus: apryct 2017).

2. Goldreich O. Foundations of cryptography.[Dnexrponnsiiipecypc]. — Pexummocrymna:
http://www.twirpx.com/file/493751/.

3. I'apanT [DnekTpoHHBI pecypc]: MHPOPMAMOHHO-TIPABOBOM MOpPTal. — DJIEKTPOH.JTaH. —
M.: HIIIT "TAPAHT-CEPBUC”, cop. 2012. — Pexxum moctyma: wWww.garant.ru.

4. Koncynprantllintoc [Dnekrponssiit pecypce]. — Onexrpon.gad. — M.: Koncynperantlintoc,
cop. 1997-2012. — Pesxum moctyma: Www.consultant.ru.

HanwmonansHast snekrponnas 6udaunoreka (H3B) www.rusneb.ru
ELibrary.ru Hayunas snextponHnas 6ubnmorexa Www.elibrary.ru

HpO(l)eCCI/IOHaJIbHI)Ie 0a3bl JaAaHHBbIX U I/IH(l)OpMaIII/IOHHO-Cl'[paBO‘lHI)Ie CHUCTEMbI

Joctyn k npodeccuonanbHbIM 0a3am maHHbIX: hitps:/liber.rsuh.ru/ru/bases

WHdpopManroHHbIE CIPAaBOYHBIE CHCTEMBI:
1. Koncynsranrt [lmoc
2. Tapanr

7. MaTepuaJIbHO-TEXHHYECKOE o0ecnedyeHrue THUCIMTIIAHbI

Jlis obecnieueHus] AMCUUILUIMHBI UCIIOJIB3YETCsl MaTepHabHO-TEXHUYECKass 0a3a 0Opa3oBaTEIbHOIO
YUPEKIACHUS:

1) s TeKIMOHHBIX 3aHSTHI - yueOHas ayIMTOPHUs, TOCKA, KOMITBIOTEP MK HOYTOYK, IIPOSKTOP
(cTarMoOHapHBIN WM IEPEHOCHOM) JUTs IEMOHCTpalUK y4eOHBIX MaTepUaoB.

Cocrasn IporpaMMHOTIO obecreyeHus:
1. Windows

2. MicrosoftOffice

3. KasperskyEndpointSecurity

JIJis ipoBeAICHHSI 3aHATUN JISKIIMOHHOTO THIA MPEIaraloTcsl TEMAaTHICCKUE WIUTIOCTPAIH B
dbopmarte npesenrtaiuit PowerPoint.

2) U MPaKTHYECKUX 3aHATUH — KOMITBIOTEPHBIA KJacC WM J1TabopaTopus, JOCKa, MPOEKTOP
(cTalMOHApHBIN UK TIEPEHOCHOM ), KOMIIBIOTEP UM HOYTOYK Ui MPENo1aBaTelsl, KOMIIbIOTEPhI
JUIs 00yYaroIIuXCsl.

COCTaB nporpaMmMHOTO O6CCHC‘-ICHI/I$IZ
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox

Microsoft Share Point 2010
Vmware Player 15.5
OllyDebugger 1.10

Hashcalc 2.02

XSpider 7.0

©CoNoR~WNE


http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures_long.pdf
http://www.twirpx.com/file/493751/
http://www.garant.ru/
http://www.consultant.ru/
https://liber.rsuh.ru/ru/bases
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8. O0ecneuyenne 00pa3oBaTEJIHLHOIO MPOLECCA JIS JIMII C OTPAHMYEHHBIMU BO3MOKHOCT -

MH 3710POBbSI

B xoze peanuzanuy AUCHUILUIMHBI UCIIOJIB3YOTCS CIEIYIOLIE JOIOJHUTEIbHbIE
METO/BbI 00Y4eHUs], TEKYIIEro KOHTPOJISI YCIIEBAEMOCTH U IPOMEKYTOUHON aTTecTanuu o0yJaro-
IIMXCS B 3aBUCUMOCTH OT UX MHMBHIyaIbHBIX OCOOEHHOCTEH:

® JUIs CJICIBIX U CIa0OBUIAIINX:

— JIeKUuu 0(hOPMIISIFOTCS B BHJIE JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOT'O C MTOMOIIBIO KOMITBIOTE-
pa co cnenMaIM3upOBaHHBIM IIPOIPAMMHBIM 00€CIIeUeHUEM;

— MMCHbMEHHBIE 3a/1aHUS BBITIOIHIIOTCS HAa KOMIIBIOTEPE CO CIENUATU3UPOBAHHBIM POTPAMMHBIM
o0ecreyeHneM, Ul MOTYT ObITh 3aMEHEHbI YCTHBIM OTBETOM;

— o0ecrnieurBaeTcs MHANBUIYAIbHOE paBHOMEpPHOE ocBenieHne He MeHee 300 rokc;

— ISl BBIIOJIHEHUS 3aJaHMs MPU HEOOXOAMMOCTH IPEAOCTABIACTCS YBEJINYMBAIOLIEE YCTPOIi-
CTBO; BO3MOXHO TaK)K€ MCIIOJIb30BaHNE COOCTBEHHBIX YBEIMYMBAIOIINX YCTPOUCTB;

— MUCbMEHHBIE 3a/1aHUs 0OPMIIAIOTCS YBEIIMYEHHBIM HIPUPTOM;

—9K3aMEH M 3a4€T MPOBOJATCS B YCTHOW (JOpPME HMIIM BBIMOJHSIOTCS B MUCHBMEHHOW (opme Ha
KOMITBIOTEPE.

® JUIS TIYXHX M CIa0O0CTBIIIAIHX:

— JIeKIuH 0(hOPMIISIOTCS] B BUZE JIEKTPOHHOTO JTOKYMEHTa, MO0 MPeaoCTaBIseTCS 3ByKOYCHIIHU-
BAIOIIas anmnapaTypa UHAWBUIYAIBHOTO M10JIb30BaHMS;

— MMUCbMEHHBIE 3a/IaHUS BBITIOIHAIOTCS HAa KOMIIBIOTEPE B MMCBMEHHOM (hopMe;

— 3K3aMEeH U 3a4€T NMPOBOAATCS B MUCHbMEHHOM (popMe Ha KOMIIBIOTEPE; BOZMOKHO IPOBEJICHHE B
dbopme TecTUpOBaHUS.

e IS JIUL C HApYILIEHUSIMH OINIOPHO-/IBUTATEILHOTO anmnapaTra:

— JIeKIuu ohOpMIISIFOTCS B BUJIE JIEKTPOHHOIO JOKYMEHTA, JOCTYITHOI'O € OMOILBIO KOMIIbIOTE-
pa co crenuaaTu3upoOBaHHBIM ITPOTPAMMHBIM 00eCTieYeHUEM;

— MUCbMEHHBIE 3a/1aHUS BBITIOIHIIOTCA HAa KOMIIBIOTEPE CO CIELUATN3UPOBAHHBIM POTrPAMMHBIM
o0ecIeYeHHuEM;

—93K3aMeH M 3a4€T MPOBOJATCS B YCTHOW (pOpME MIIM BBINOJIHAIOTCS B MUCBMEHHOM (opme Ha
KOMITBIOTEPE.

ITpu HEOOXOMUMOCTH MpelycMaTpUBAETCs YBETUUYEHUE BPEMEHHU AJIsl TIOATOTOBKU OTBETA.

[Iponemypa nmpoBeAeHNS TPOMEKYTOYHON aTTECTAIMH [Tl 00YJarOIIUXCSl YCTaHABITUBAETCS C
yu4€TOM HX HHIUBUAYAIbHBIX Icuxopusnueckux ocobeHHocTel. IIpomexyrouHas arTectanus
MOXET TPOBOANUTHCS B HECKOJIBKO 3TaTOB.

[Ipu npoBeneHHM NpPOLEIYPHl OLEHUBAHUS PE3yNbTaroB OOy4YeHMs MpeaycMaTpUBaeTCs
UCTIOJIb30BaHIE TEXHUYECKUX CPEJICTB, HEOOXOIMMBIX B CBSI3M C MHAWBUAYAIBHBIMUA OCOOCHHOCTSIMHU
oOyJarolxcsi. OTH CpeAcTBa MOTYT OBITh IPEJOCTaBICHbl YHUBEPCUTETOM, MM MOTYT
HCTIOJIB30BaThCsl COOCTBEHHBIE TEXHUYECKHUE CPEIICTBA.

[TpoBeneHue npoueaypbl OLIEHUBAHUS PE3YIBTaTOB O0YUYEHUS JOMYCKAETCS C UCTIONIb30BaHUEM
JVICTaHITMOHHBIX 00pa30BaTEeIbHBIX TEXHOJIOTHIA.

ObecneunBaeTcs I0CTYyI K MHOOPMAIMOHHBIM M OubInorpadudeckum pecypcam B cetu Mu-
TEpHET JUTS KaXI0To oOydaromierocss B popmax, aaanTHPOBAHHBIX K OTPaHUYCHUSM HX 3I0OPOBBS U
BOCIIPHUATHS HHPOPMALIUH:

® IS CHEMNBIX U CIIA00BUAAIINX:
— B IieyaTHOM popme yBeTMUeHHBIM HIpU(TOM;
— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;
— B ¢popMe ayauodaiina.
e Ui TIYXHX U cIa00CTBIIIAITHX:
B MI€YaTHOH (opme;
— B popMe PIIEKTPOHHOTO TIOKYMEHTA.
e Ui 00yYaroIUXCcs C HAPYIICHUSIMU ONIOPHO-ABUTaTeIbHOIO armapara:
— B re4aTtHoi (opme;
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— B hopMe IIEKTPOHHOTO TIOKYMEHTA;
— B (hopme aynuodaiina.

Y4eOHbIe ayTUTOPHUH JJIsi BCEX BUIOB KOHTAKTHOW U CAMOCTOSITEIIBHON paboThI, HayyHas Ouo-
JTMOTEKA W MHBIE TIOMEIICHMS Il 00y4eHHUsT OCHAIIECHBI CIIeUaIbHBIM 000PYIOBaHHEM U YIEOHBIMU
MECTaMH C TEXHUYECKUMU CPEJICTBAMH O0yUYCHHUS:

® JUIS CIENBIX ¥ CTa00BUISIINX:

— YCTPOMCTBOM JIJIsl CKaHUpOBaHUs U uyTeHus ¢ kamepoid SARA CE;

— nuciuieem bpaitiis PAC Mate 20;

— npuHTepoM bpaiins EmBrailleViewPlus;

® JUIS TIIYXHUX U CIa0OCTBIIIAIINX:

— aBTOMATHU3HPOBAHHBIM PabOYMM MECTOM JUIS JIFOJICH ¢ HApYIICHHEM CyXa W clabocCIbIiia-
LIUX;

— aKYCTUYECKUM YCUIIUTENb U KOJIOHKH;

e s O0YYArOMIMXCS C HAPYIIEHUSIMU OIOPHO-/ABUTaTEILHOTO anrmapara:
— HepeBUKHBIMU, PEryIUpyeMbIMU dpronomudeckumu nmapramu CH-1;
— KOMITBIOTEPHOM TEXHUKOU CO CEIUATBHBIM IIPOTPAMMHBIM 00€CIICUECHUEM.

9. MeToau4eckue MaTepuaJbl

9.1. Il.iaHbI JIa0OPATOPHBIX 3AHATHH]

Tembl yueOHON JUCHMILIMHBI [IPEAYCMATPUBAIOT IIPOBEAEHHUE JIAOOPATOPHBIX pabOT, KOTOPhIE
CIIy’KaT Kak IeJIIM TEKYILEro U MPOMEXYTOYHOTO KOHTPOJIS 3a MOATOTOBKOW CTYIEHTOB, TaK U Iie-
JISIM TIOJTYYEHUsI TPAKTUYECKUX HaBBIKOB IIPUMEHEHHUS METOJOB BHIPAOOTKHU pPEILICHUM, 3aKpEeIUICHUs
M3YYEHHOTO MaTepuaya, pa3BUTUSl YMEHUMN, IPUOOPETEHHs ONBbITA PELICHUS] KOHKPETHBIX MPoOsieM,
BEJICHUS INCKYCCHI, apryMEHTAllUH U 3aIUThl BEIOPAHHOTO PEILIEHUSI.

[Tomorib B 3TOM OKa3bIBAIOT 3aJaHus Ul JaOOpaTOPHBIX paboT, BbAABaeMbIE IpEToiaBaTe-
JIEM Ha Ka)KIOM 3aHSATHH, 3aJaHHsI HA CAMOCTOSITENIbHYIO [TOATOTOBKY, IEPEUEHb BOIIPOCOB AJIs MO I-
TOTOBKH K 9K3aMEHY U KOHTPOJIbHbIE JJOMAIIIHUE 3a/1aHUs JUIsl CAMOCTOSATENIBHOM paboThI CTYICHTOB.

[enbto nabopaTOpHBIX pabOT SABISETCS 3aKPEIVIEHHE TEOPETHUYECKOro MaTepuasa U npuolpe-
TEHUE MPAKTHYECKUX HABBIKOB HCIIOJIb30BAHUS METOJIOB IIPUMEHEHHUS MTAKETOB KOMIBIOTEPHOM Ma-
TEMaTHUKU B MPOPECCHOHANBHON NEATEIbHOCTH, MPUMEHITh HAaBBIKW JJIsl MPUHATUS Hauboiee 3¢-
(EeKTUBHBIX PEUIEHUH B YCIOBHSIX OBICTPO MEHSIOLIEHCS pealbHOCTH, JUIsl OBICTPON ajanTaluu K
M3MEHSIOIINUMCS YCIIOBUSIM JI€ATENbHOCTH.

TemaTuka 1abopaTopHbIX pabOT COOTBETCTBYET MPOrpaMMe Kypca.

JlagopaTopnasi paGora Ne 1 (8 uacoB). Meroabl oGecmedeHUs] TEXHOJIOTHYECKOW
M JKCIJIyaTAHOHHOH 0€30MacHOCTH MPOrPaMMHOI0 obecreYeHHsI-POBEpKa CHOPMHPOBAHHO-
cru komnerennuu [1K-1,11K-3

L]env 3ansamus. MONy4eHUE NMPAKTHYECKUX HaBBIKOB B 3amuTte nporpamm ot IICCUB um nx
HECAHKIIMOHUPOBAHHOTO UCCIIEI0OBaHUS, KOTIMPOBAHUS U PACIIPOCTPAHEHHSI.

Yxazanus no evinonnenuio 3adanus: oOpaTUTh BHUMaHUE Ha CBOMCTBA 3aILUIIEHHOCTH MIPO-
rpaMM Ha 3Tanax Mpou3BOJICTBA, TOCTABKU U SKCILTyaTalluu MPOTPAMMHBIX KOMIUIEKCOB.

Bonpocwet ona uzyuenus u oocyscoenust:

1. Metoap! aHanmu3a 0€30MaCHOCTH MPOTrPAMMHOTO 00ECTIEYSHHUS.

2. MeTopl 3amuThl pa3padaThiBAEMBIX MPOrpaMM OT aBTOMATHYECKOH TeHeparuu WHCTPY-
MeHTalbHbIMU cpeacTBamu [ICCHB.

3. Meronbl naeHTHUKAIINH TPOTPAMM U MX XapaKTEPUCTHUK.

4. MeTo/ibl 3alIUTHI IPOTPaMM OT KOMIIBIOTEPHBIX BUPYCOB.

5. MeTo/1bl 3alMThI TPOrpaMM OT UCCIIEOBAHMSL.

6. Metonsl 06dyckaru nporpaMmM. MeTobl U CpelcTBa 00eCTIeUeHUsl LEITOCTHOCTH U J10-
CTOBEPHOCTHU UCIOJIb3YyEMOI0 IPOrPAMMHOTO KOJa.
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7. MeTopl 3alUThl TPOrpaMM OT HECAHKITMOHHPOBAHHOT'O KOMTUPOBAHUSI.

8. Co3nanue 3anuIIeHHBIX OMEPAIIMOHHBIX CHCTEM.

Konmponvnsie 6onpocuwi:

1. B 4eM cOCTOST HEOOCTATKH W JOCTOMHCTBA KOHTPOJIBHO-UCTBITATENLHBIX H JIOTHKO-
AHAJTUTUYECKUX METOJIOB aHAJIM3a MIPOTPaMMHOTO oOecTieueHus ?

2. YUto mpeacrapiisgeT cOO0H CTaTHUECKUN U TUHAMUYECKHI aHanu3 nporpamm. [Ipu momorm
KaKUX CPEJICTB MMPOBOJIUTCS TAKOW aHAIN3?

3. Onummre crioco6sl BHeapenust [ICCHUB nmocpeacTBoM cpencTB aBTOMAaTU3AUK TPOTpam-
MHUPOBaHUs (TPAHCIATOPOB, KOMIIMISITOPOB, HHTEPIIPETATOPOB, OTIATIMKOB U AP.).

4. Kak olieHuBaeTcs moJo0ue MeeBOM U UCCIIeyeMO MporpaMM ¢ TOYKH 3PCHUS HAINYHS
IICCHUB?

5. llpusHaku knaccuuKay KOMIBIOTEPHBIX BUPYCOB. OMUINNTE pa3IHYHBIC THUITBI BUPY-
COB B COOTBETCTBHH C 3TOH Kinaccudukanueit. [IpuBeauTe mpumMepsl KOMIIBIOTEPHBIX BUPYCOB, C KO-
TOPBIMH BBl CTAJIKMBAJINCh B MOBCEIHEBHOU ku3HU, K KakoMy THITy BHPYCOB BBl MX OTHeceTe?
Onummre cpeacTBa HEWTpalM3allMi KOMIBIOTEPHBIX BUPYCOB. llpuBenuTe mpuMepsl MCHOIb30Ba-
HUS aHTHBUPYCHBIX KOMILJICKCOB.

6. IIpuBenuTe KiaccU(UKAIIMIO METOJOB M CPEJCTB 3alUTHI MPOrPaMM OT HMCCIICIOBAHUS.
Buem cyts o0dyckamuu mnporpamm? [laiite ompeneneHue 3(PPEKTUBHOMY BEpOSTHOCTHOMY
o0¢dyckaropy.

7. OnummMTe METOIBI U CPEICTBA OOCCIICUCHUS METOCTHOCTH M JIOCTOBEPHOCTH HCITOJIb3Ye-
MOTO MPOrPaMMHOT0 KOJIa, B TOM 4HcJe Kpuntorpaduueckue. ONMUIIATE METOIbI U CPEACTBA 3all[H-
ThI IPOTPAMM OT KOITMPOBAHMSI, B TOM YHUCIIe KpUnTorpaduueckue.

8. PacckaxuTte 00 OTEUECTBEHHBIX 3aIIMIIEHHBIX orneparuoHHbIXx cucreMax 0c2000 u «de-
HUKCY.

9. Ucnonw3oBanue npoaykra PGP.DyHKIIMOHAIbHBIE BO3MOKHOCTH

JlaGopaTopnasi padoraNe 2 (8 yacoB). CpencrBa W CHCTEMbI 3alUTHI MPOrPAMMHOIO
obecnevyeHus-npoBepka copmMupoBaHHOCTH KoMmneTeHuuul//K-1,11K-3

Lenv 13anamus: MOTy4YeHNE PAKTUICCKAX HABBIKOB B Pa3pabOTKE M IKCILTyaTallid CPEICTB
U CHCTEM 3alllUThl TPOrPaMMHOTO 0OeCTIeYeHUSI.

Vkazanus no evinonnenuro 3a0anus. OOpaTUTh BHUMAaHHWE Ha MPHUKIIAJHBIE 00JacTH mpHUMe-
HEHUS CPEJICTB 3aIIUTHI MPOTPAMMHOT0 00ECTICUEHHS.

Bonpocwet onsa uzyuenus u oocyscoenus:

1. CpencTBa u CHCTEMBI TECTUPOBAHUSI IIPOTPAMMHOT0 0OeCTIeYeH s TIPU UCTIBITAHUSAX €ro Ha
TEXHOJIOTHYECKYIO0 0€30MacHOCTb.

2. OnumuTe MoKazaTeian KayecTBa MporpaMMHOro obecriedeHus. BbiOop HOMEHKIATYphI MO-
kazateneit kauecTBa [10c ToOUKHM 3peHus ero 3alUIeHHOCTH.

3. OpranuzalMoHHbIe U METOJOJIOTHYECKHE BOIIPOCH MpoBeieHus ucnbsiranuit [10.

4. TlocTpoeHHE MPOTPAMMHO-AMIAPATHBIX KOMIUIEKCOB ISl KOHTPOJS TEXHOJOTHUECKOU
6e3omacHocTH mporpamm. CocTaB MHCTPYMEHTAIBHBIX CPEICTB KOHTpousisi Oe3omacHoctu [10 mpu
ero pazpaboTke.

5. CTpykTypa M NPUHIUIBI MOCTPOCHHS MPOTPaMMHO-ANMApaTHBIX CPEICTB KOHTPOJIHHO-
HCIBITATENILHOTO CTEHAA UCIIBITAHNS TEXHOJI0rnueckoi oezonacuoctu I10.

6. CpeacTBa M KOMITJIEKCHI 3alIUTHI MPOTPAaMM OT KOMIBIOTEPHBIX BUPYCOB. OO¢ycKaTopsl
nporpamm. CpencTBa o0ecrieueHust EIOCTHOCTHA M IOCTOBEPHOCTH HCIOIB3YEMOTO MPOTPaMMHOTO
koga. CpecTBa 3allUThI IPOTPAMM OT HECAHKIIMOHUPOBAHHOTO KOTMPOBAHHUS.

7. OniepanliOHHBIE CHCTEMBI B 3aIUIIEHHOM HcnodHeHnH. Co31aHne ONepallnOHHBIX CUCTEM
C OTKPBITBHIM HCXO/JHBIM KOJIOM B 3aIIUIIEHHOM UCIOTHEHUH.

KoumponsHuie 6onpocui:

1. CraTtuctuueckue U AUHaMUYecKue crnocoObl uccienoBanus 10, B yeM MX JOCTOMHCTBA
U HelocTaTku? B 4eMm cymHOCTh paboThl Au3acceMOiepoB, ITUCKOMIUISTOPOB, TPACCUPOBIIHUKOB,
CIeAsImuX cucteM npu uccienosanuu I110.
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2. Onumute cnocoObl mpoBeaeHus: ucneitanuii 10, omeHkn kadectBa M cepTU(UKALUU
nporpaMMHBbIX cpencTB. CocTaB METOMYECKOr0 OOeCreueHusl MPOBEIECHUSI UCIIBITAHUN MPOTPAMM.
Onummmre mokasarenu kadectBa [10 pa3HBIX YPOBHEW.MOCIEAOBATEIHLHOCTh OMEpaIii mpu BeIOOpE
HOMEHKJIAaTyphl noka3zareneil kauectsa [10. Ounenka 3HaueHnii nokasarenei kauectna [10.

3. OcHoBHbIE ATanbl npoBeacHUsa ucnbiTaHud 110 W mociaenoBaTeNbHOCTh JEUCTBUNA TPHU
ITOM.

4. TexHOJOTHs CO3/IaHUs CIOXKHBIX MPOrPaMMHBIX KOMILJIEKCOB U JACUCTBUS pa3pabOTUHKOB
npu o0ecrieyeHus TexHoaoruueckoi 6esomnacuoctu [10.

5. CTpyKTYpHO-(YHKIIMOHATIbHAS CXEMa UHCTPYMEHTAIBHBIX CPEACTB MOACPKKU CO3TAHUS
0€3011aCHOT0 MPOTPAMMHOT0 00ECTICYCHUSI.

6. Onumure »Tanbl KOHTpOJiA Oe3omacHOCTH obmero u crneuuansHoro [IO Ha orame
uccienaoBanus u ucnsiranuii [10.

7. TpeboBaHusi K KOHTPOJIbHO-UCHBITATEILHOMY CTEHJY HWCIBITAHUS TEXHOJIOTUYECKOM
oesomacHocty I10. IlpuHumnel ero noctpoeHus. J[OCTOMHCTBAa M HENOCTAaTKU CYIIECTBYIOLIUX
OTIEpPAIIMOHHBIX CpeJl AJI TAKOTO CTEH/a.

8. llpuBeguTe mpuUMEpHl CYIIECTBYIOIIUX HA OTEYECTBEHHOM pBIHKE AaHTHUBUPYCHBIX
KOMIUIEKCOB, MX OCHOBHbBIE JOCTOMHCTBA M HEAOCTaTKU. ba3oBbIil (hyHKIMOHAN aHTUBUPYCHBIX
porpamm.

9. Kak oOecrnieunBaercs (yHKIMOHANBHAS SKBUBAJICHTHOCTh MPOTpaMM A0 M IOCIE HX
00dyckanun?

10. IlpuBenuTe MpUMephl CYIIECTBYIOIUX Ha OTEYECTBEHHOM DPBIHKE CPEICTB 00ECIEUEeHUS
LIEJIOCTHOCTU U JJOCTOBEPHOCTH HCII0JIB3YEMOr'0 MPOrpaMMHOI0 KOAA U CPEACTB 3alllUThl MPOrpamMm
OT HECAaHKLIMOHUPOBAHHOTO KOMTMPOBAHHUS, UX OCHOBHBIE JOCTOMHCTBA U HEJOCTATKHU.

11. Pa3zpaboTka Takoro JUCTPUOYTUBOB OMEPAMMOHHOW CUCTEMBI C OTKPBITHIMH UCXOHBIMU
KOJaMH, KOTOpbI oOecreunn Obl yueT crenupuKkd OOBEKTOB, MOTCHIMAIBHO YSA3BUMBIX JIs
kubeparak. OCHOBHBIC KOMIIOHEHTHI TAKOT'O JUCTPUOYTHBA?

JlaGopaTopuas padoralNe3 (10 yacoB). UccienoBanue nporpaMMHOro odecrnedyeHnsi CioMoIb o
cKaHepa 0e30NMaCHOCTH M 0TJIAYMKAa-TIpoBepka chopMupoBaHHOCTH KomnereHun//K-1,11K-3
L]env 3anamus’ ONy4eHNE MPAKTUYECKUX HABBIKOB B MCCIIEIOBAHUN KOHKPETHBIX TPOTPAMM
npu nomoinu otinagunka Ollydebuggern yrunmuter Hashcalc, ckanepa XSpider.
Vkazanua no evinonnenuro 3adanus: oOpaTUTh BHUMAaHHE Ha 0053aTeNbHOCTh TpeOOBAaHUMI
PI ®CTOK Poccun «3ammra oT HECAaHKLIMOHUPOBAHHOTO J1ocTyna K uHpopmauuu. Yacts 1. Ilpo-
rpaMMHOE obOecriedeHre cpeIcTB 3amuThl nHpopmanuu. Knaccuduxamus no ypoBHIO KOHTPOJIS He-
JEKJIApUPOBAHHBIX BO3MOKHOCTEM.
Bonpocwet ons uzyuenus u oocyscoenust:
1. KonTposs 1 puKcanus HCXOTHOTO COCTOSHUS POrPaMMHOI0 00eCTIeUeHu .
2. ITocTpoeHust CTEHIO0B ISl TIPOBEICHHSI aHAIN3a IPOTPAMMHOTO 0OecTieueHHsI.
3. KoHTpojb cocTaBa U coliepkaHus JOKYMEHTAI[MHM Ha POrpaMMHOE o0ecTiedeHue.
4. CratuyecKuil aHaIM3 UCXOJHBIX TEKCTOB IpOrpaMMHOro odecnedenrs. KoHTposb MoIHOTHI
U OTCYTCTBHSI M30BITOUHOCTH Ha YpOoBHE (aiiyioB U PpyHKIIMOHAIBHEIX 00BeKTOB. IIpoBepka cooTBeT-
CTBUS UCXOAHBIX (PaiiioB 06beKTHOMY Koy. KOHTpOIIb CcBsI3€el 1o ynpaBieHUIO U HHPOpMAaILUH.
5. Ucnonb3oBanue ckanepa XSpider mpu nccnenoanuu [10.

Buinonnenue 3aoanusi:

B xome mpaktuueckoil pabOThI paccMaTpUBaETCS IMAKET JOKYMEHTOB, HEOOXOJMMBIN st
cepruduxanmu u skcrmyatanuu [10 u cobctBenHo ceprtuduxar coorBercTBus [10 HOpMATHBHBIM
JnokyMmeHTaMm u/wu TY.

Konumponvhuvie 6onpocuwi:

1. B yem 3aki04aeTcsi KOHTPOJIb MOJTHOTHI U OTCYTCTBHSI M30BITOYHOCTH Ha YpOBHE (hailiioB
1 (YHKIIMOHATBHBIX OOBEKTOB.

2. B 4eM 3akiro4aeTcst KOHTPOJIb CBSI3EH 10 YIPABICHUIO U HHPOPMAIIUH.
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3. B yem 3aximrouaeTcss KOHTPOJIb BBIOJIHEHHS (PYHKIIMOHAIBHBIX 00beKTOB. KakuM oOpa3om
BCTPAMBAIOTCS JATYNKU B HCXOAHBIN TEKCT IIPOTPAMM.

Jla6opaTopnasi pa6ora Ne 4 (10 yacoB). ApxuBanusi 4 NOMCK-TIPOBEpPKa cHOPMHUPOBAHHOCTH
komuerenmuulIK-1,11K-3

L]ens:

[To3HakOMUTBCS C UHCTpPYMEHTaMu i paboThl ¢ apxuBamu. [lonyduTs mpencraBieHue O KO-
MaH/aX TOUCKA, JOCTYITHBIX MOJIb30BATEII0 KOMaHIHON CTPOKH.

3aoauu

1. TIpoumTaiiTe TeopeTHIECKHI MaTepral 1o JabopaTopHoil padoTe.

2. OsHakoMmbTeCch C pabOTOl KOMaHJ, NPUBEIECHHBIX B TEKCTE J1aOOpPaTOpHON pabOTHI.

3. TlomyuuTe UIsl HUX CTPaHUIIBI CIPABOYHOTO PYKOBOJICTBA.

4. C mnomompto yruaut finduwcnonyuure wundopmamnuoo o KoauuecTBe (ailyioB B 10-
MAaITHEM KaTaJjore MmojIbh30BaTellsl.

5. Hsyuuts komangsl Which u locate.

6. Tlopabotats ¢ apxuBaTopamu RAR, Zip, gzip, bzip, bzip2, TAR.

7. TlpotectupoBatrh pa3Hble HAOOPHI APXUBATOPOB.

8. HayuuTbcs MPUMEHSITH PETYIISIPHBIC BRIPAKEHUS TP HATUCAHHUH a0JI0HA JJIs TTOMCKA

C TIOMOIIIBIO YTHIIUTHI grep.
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[Ipunoxenue 1. AHHOTAIHS
paboueii mporpaMMbl JUCIUTUTAHBL

AHHOTAIIUSI PABOYEH ITPOTPAMMBI JIJUCHUTLIAHBI

JucuumuimHa «be30macHoCTh ONEpaMOHHBIX CUCTEM IPOTPAMMHOI0 00ECTICUEHUs» pealu-
3yeTcs Ha (akysbTeTe HHPOPMAIIMOHHBIX CUCTEM U 0€30MacHOCTH Kadeapoi KOMIUIEKCHON 3alllUThI
uHpOpMaLUH.

Lenp TUCHUIUIMHBL: MPHOOpEeTeHUEe 3HAHUM 0 0a30BBIX METOJaX U CHoco0ax 3alluThl IPO-
IrPaMMHOT0 00eCrieueHHsI aBTOMATU3UPOBAHHBIX CHCTEM M YMEHHUU NPUMEHSTHh HA MPaKTHKE Cpe[-
CTBA 3alllUTHI IPOrpaMM, UMEIOIIMECS Ha OTEYECTBEHHOM PBhIHKE MPOJYKIUU U YCIYT B 00JIacTH 3a-
MIUTHI THPOPMALIUY OT HECAHKITMOHUPOBAHHOT'O IOCTYTIA.

3aiayn: pacCMOTpPEHHUE CIEAYIOLUIUX BOIMPOCOB: OCHOBHBIE MOHSTHS TEOPUU AITOPUTMOB U
TEOPHH CIIO)KHOCTH BBIUMCIICHU; MeToabl aHanu3a [10; MeToas! 3amuTsl pa3padaTbiBaeMbIX Mpo-
rpaMM OT aBTOMAaTHYECKOW TeHepallud WHCTPYMEHTAIbHBIMH CPEACTBAMU MPOTPAMMHBIX CPEICTB
CKPBITOTO BO3JICHCTBUS; METOIbI MACHTU(UKAIINH MIPOTPAMM U UX XapaKTEPUCTUK; METOJIbI 3aIIUTHI
IporpaMM OT KOMIBIOTEPHBIX BHUPYCOB; METOABI 3alUTHl MPOTPaMM OT HCCIEIOBAHUS; METOIbI
o0¢yckanuu mporpaMM; METOJbl 3alIUTHI MPOTPaMM OT HECAaHKIMOHWPOBAHHOTO KOMHPOBAHUS;
CPEICTBA U CUCTEMbI TECTHPOBAHUS MPOrPaMMHOT0 obecriedeHus IpU UCTIBITAaHUSIX ero Ha Ge3omac-
HOCTB; ONIEPAIMOHHBIC CHCTEMBI B 3AIIUIIEHHOM UCTIOJTHEHUT

JucuuniuHa HarpasieHa Ha GOPMUPOBAHUE CIEIYIOIIUX KOMIIETCHIIUNA:

[1K-6 — CnocoOeH mpuHUMATh y4acTUE B OpPraHU3alMy U MPOBEICHUU KOHTPOJIBHBIX MPOBE-
pok pabortocrnocoOHOCTH U A(D(PEKTUBHOCTH MPUMEHSEMBIX MPOTPAMMHBIX, MPOrPaMMHO-
anrmapaTHBIX ¥ TEXHUYECKUX CPEJICTB 3aIIUTHI HHPOPMAIUH;

IIK-3 — CnocobeH agMUHUCTPUPOBATH MOJICUCTEMbl HHPOPMAIIMOHHON 0€301acHOCTH 00b-
€KTa 3aIlUTHI.

B pe3ynbrare ocBO€HUS AMCUUILINHBI (MOYJIs1) 00yUarOIIMICs TOJIKEH:

3HaTh:

OCHOBHBIE TIOJIOKEHUSI TEOPUH HH(OPMAIIMOHHON O€30MacHOCTH W TPAKTHKH 3aIlUThl HH-
(dopmanuu OT HECAHKIIMOHUPOBAHHOT'O I0CTYIIA;

HOPMAaTHBHBIEC TIPABOBBIE JJOKYMEHTHI B O0JIACTH 3alIUTH HH(pOpMAaIH;

MaTeMaTHYeCKue MO/IeIH 0e30MacHOCTH U (hOpMalIbHbIE MOJIENTH JIOCTYIIa CUCTEM;

MOJIENIA ¥ METOIbI 3aIIUTHI OTIEPAIIMOHHBIX CHCTEM;

OPUHIUIBL pabOThl MPOTPAMMHBIX CPEJICTB CHUCTEMHOTO, MPHUKIATHOIO M CIELUAIBHOTO
Ha3HAYEHUS, HTHCTPYMEHTAIBHBIX CPEJICTB;

OCHOBHBIE NPOEKTHBIE PELICHUS, CPEJCTBA U METOABI 3aIIUTHl HH(GOPMALUU OT HECAHKIHO-
HUPOBAHHOTO JIOCTYTIA.

YMerTs:

pemaTh THIIOBBIC 33/1a4H C TIOMOIIBI0 METOJOB 3alIUThl MH(YOPMAIMH OT HECAaHKIMOHUPO-
BAaHHOT'O JIOCTYIIa;

NPUMEHSATh COBPEMEHHBIE METOIBI M METOAWKH 3allMThl TPOTPaMM OT IPOTPaMMHBIX
CPEICTB CKPBITOrO MHPOPMALMOHHOTO BO3/ICHCTBUS;

BHIOMPATh, YCTAaHABIIMBATH U HACTPAUBATh CPEACTBA CHCTEMHOTO, TIPUKIIAJHOTO M CIeIHaTb-
HOT'0 HAa3HAYEHUS;[IPUMEHSTh COBPEMEHHbIE METOJIbl U METOMKH 3aIIUTHI IPOrpaMM OT HECAHKIU O-
HUPOBAHHOTO HCCIIEJOBAHUS, KOMTUPOBAHHS, PACTIPOCTPAHEHUS M NCTIOJIb30BAHMUS.

Brnaners: MerToamu pazpaboTKU U MCIIONB30BaHMA CpeAcTB 3auuThl [10;

HaBBIKAMU HACTPOWKHM W AIKCIUTyaTallil WHCTPYMEHTAJBHBIE CPEICTBA, SI3BIKH M CHCTEMBI
IPOTPaMMHUPOBAHUS JUIS pellieHUs TPOo(pECCHOHATBHBIX 33a4;

HaBBIKAMHU OKCIUTyaTalliW 3allUIIEHHBIX MPOTPAMMHBIX CPEICTB, MOJYYHBIIUX IIMHPOKOE
NpUMEHEHHE B COBPEMEHHBIX aBTOMATU3MPOBAHHBIX CUCTEMAX.

[To mucruIuIMHE IpeIyCMOTPEeHA TPOMEXKYTOUHAs aTTecTalus B popMe 3adera.
OO0m1as TpyA0€MKOCTh OCBOCHHSI TUCIIMIUIMHBI COCTABJISIET 3 3a4€THBIC CIMHUIIBI.



